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L References:  a.  Ttem number three on the Agenda for the SECOM meeting,
o 18 March 1975, |

b, bratt (4) petp L/7, 3 March 1975.
1. This wemorandum provides background information concerning the DIA
reconmendation for deletion of the control markings in subparapraphs
5.(L), 5.(2) and 5.(2) ol relerence ., Specifically these markings are:

S EXTRACTTON OR PARADPIRASTNG OF FNFORMATION CONTALNED 1IN TUIG
DOCUMENT PROWIBLTED (NO EXTRACL) . ‘ ’

b. DISSEM WILTTE USA ONLY.
¢. NOT RELEASABLE 0 CONSULTANTS OR CONTTACTORS (MO CONTRACTOR) .

2. As you are awarce, the misslon of the Defense Intellipence Agency 1s
to provide finished, evaluated intelligence to Dol consummers. The above
markings would make it difficult, or in some cascs, dmpossible to provide
complete and timely dintelligence support to our consuncrs, They do not
appear to significantly improve seeucity of the information and, in one
case, would appear to delract from its security. Specific objections to
each marking are: 5

, a. MNO EXTRACT: This marking impairs our ability to use such infor-
“mation in the conduct of our primary Lunction, rhe production of intelligence.
aneh dnformation becomes intelligence only aftev 1t 1s analyred and collated
with other available inforwation. Ohtaining pormicsion to use a number of

guch documents in an intellipence product and warlkings restricting its
subscequent: use by recipients would create an adwinictrative nightmare.
1t will also hamper the use of such informatiou on a time-senaltive
basig, such as in the DIA Daily Tntelligcnee Botices (PINS).  lven if
permission to use the information in asuch a format was given, it would
prnhibil_ vecipicnts from using T to prepare {nteprated intelligence
aspessments, thus causioy commauders to conduct their own evaluations of

DIA review(s) completed.
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marking is Fadlure Lu recopnlee the
“po marked must be piven inoentivery or notoat all. Some reciplents may
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tes relation Lo other dnteilloence, Another sevious problem with this
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"mewd 1o bnow' principle. A document

urpently vequire sowe of the tnformation, but oot need or want othet

‘pnrtinuu ol the docunenl concerned,

‘b. PYSGLI WEPITN HSA ONEY: Ghic warbiog takes uo «nrnl7nnvv of the
"heed to koow" prioaciple.  Tropey dissendnation ls a vital element in

" the intellipence cyele. 1t could adversely affect Dol U&S Commanders

lovated overseas who may have an absolute need to know for certaln

Cnformation but wonld be denied Lt or delayed in recefving it due to

thils caveat. Phis marking would also appear to deny the right to send
such dnformation to any naval vesael outside U.O. m&ﬂxﬂ_wutors.

Gentor commanders overseas wust be pilven full intelligence support,

particularly concerning threat tnformation and only Dob is qualified to
determine what they nced to know.

e, NO CONTRACTOR: This mavking has several serious defects.,

"penial of access to reservists Is counter to Dob policy on the use ol

reservists. The application of this caveat to non—-contractor consultants
also poses sipnificant problems. ALL high level policy makers rely
hedvily on oououlldnfu. Tt is noted that the DCT cmployed a consultant
to prepare his posltion on the IY 63 ~ 73 Scceretary of befense Posture
Statements in December 1974, (uuoutr¢nt1y such Doh consultants, hired
under Civil Service Commission Repulations, are considered the Lquivalent
of federal employees. To consider them as contractor personnel would
mean restricting access of dndividuals performing tasks for heads of
Department:s and thedr hiphest lovel assistants.  TFurther, the predecessor
of this marking, "CONTROLLED DISSEM," has caused considerable administrative
problumn. At least one of the Hilitary Depariments has complained about
delays in its contractor support program beecause of the marking. The

:nuw caveat would he even more rostriclive.

‘3.v The warkinps above interfere with the abllity to produco intelllgenca

and digseminate the product to indlvidualas who hiave a valid nced for fit.
A docunent. which 1s classiticd, and which bears an excuoption catepory
and o "WARKING NOTTCR - SPHsET IV TETELLLGLHCE SoUpChs AND BETHODS

CINVOLVED'Y caveat inlarms all recipicents that the docunent requlres
‘gpecial care in handling and dissewination. oD aenfor dntellipence

of ficials can and will yivu it the protection it deserves. 1t cannot

he assumerd Lhat several wdditional marvlkings would make recipicents more

carceful thar they already arve. Peporrs ol such a sensltivity to require
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addltional narlcivgs should he placed In the "Eves ey or othet npeellfiod

Limlted ddstribution catepories.  The mavkings diccoased above do not

grination within the 1.5, to pernanent Coveroment cmployees and
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